
Check Internet Browser Settings to Continue Access to 
BankNet – Security Upgrade 
The OCC is implementing Transport Layer Security (TLS) on all of our secure web 
sites. If you do not have TLS 1.0 enabled in your browser, you will not be able to 
access BankNet in the near future.  Internet Explorer 7.0 (IE7.0) and Firefox have 
TLS automatically enabled. Other browsers require you to enable TLS manually. 
TLS is a protocol that enables private communication between Users and Web 
Servers. When the user and server communicate, TLS ensures that no one can 
eavesdrop or tamper with any of the communication. TLS is the successor to the 
Secure Sockets Layer (SSL). To configure Internet Explorer, Firefox, or Netscape 
to support TLS 1.0, follow the steps below.  If you are using a web browser other 
than these, consult the Help for your web browser to enable TLS: 

Internet Explorer 
To enable TLS in Internet Explorer, perform the following steps:  

1. Open Internet Explorer. 
2. Click the Tools drop down menu  
3. Select Internet Options to open the Internet Options dialog window.  
4. Click the Advanced tab at the top of the Internet Options dialog window.  
5. Scroll down to the header labeled "Security" 
6. In the security section, scroll down and check the box next to: “Use TLS 1.0” 
7. Click both the Apply and OK button at the bottom of the dialog window to confirm the change.  
8. You should now be able to access the web site.  
9. Press the “F5” key to refresh your browser.   

Mozilla Firefox or Netscape 
To enable TLS in Firefox or Netscape, perform the following steps:  

1. Open the browser. 
2. Click the Tools drop down menu  
3. Select Options to open the Options dialog window.  
4. Click the Advanced icon at the top of the Options dialog window.  
5. Click the Encryption tab in the area of the window below the icons.  
6. Check the box next to "Use TLS 1.0" under Protocols 
7. Click the OK button at the bottom of the dialog window to confirm the change.  
8. You should now be able to access the web site. 
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